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Email Security

Messaging Security Suite

EdgeWave Email Security provides unrivalled email defense against internal
and external threats such as spam, viruses, spyware, phishing schemes, identity
theft, and other dangerous or offensive content. Our services include industry-
leading inbound/outbound spam and antivirus filtering, policy categorization
and automated seamless directory integration in a hosted Saa$S solution that can
be provisioned immediately, without having to install any hardware or software.
EdgeWave technical experts provide proactive monitoring and management

designed to stop threats before they get near your internal servers.

Highlights

Inbound/Outbound Protection - Award-winning Inbound/
outbound anti-spam and antivirus, email policy enforcement and
TLS encryption as part of our affordable on-demand protection.

No-Touch Email Security — We host the applications and
infrastructure required to protect your organization in a fully
managed solution requiring zero administration.

Disaster recovery protection —Spools all email for up to 160 hours,
in case of unexpected events, so you never lose your business-
critical email.

Features

No-Touch Email Security - We host the applications and
infrastructure required to protect your organization in a fully
managed solution requiring zero administration. Set-up requires
only a simple MX path redirect. Our global data centers provide
redundancy and failsafe capabilities so you never have to worry
about losing data you might need for legal evidence or regulatory
compliance.

Proven Accuracy - In independent studies of email security
providers, performed by both Tolly and Miercom, EdgeWave Email
Security (formerly, Red Condor) beat the leading contenders in all
areas including lowest false positives and negatives, lowest number
of misclassifications and highest percentage of blocked spam.

Centralized Management Tools - Domain administrators can
control policies and access services including email filtering, DLP,
Encryptions, Continuity and Archiving from a powerful, central
management interface — an intuitive Web dashboard that makes
managing messaging security simple. End-users have a personal
dashboard that allows each mailbox owner to refine policies
and review quarantined spam, and receive a Spam Digest report,
providing visibility into the effectiveness of his or her individual
filter profile.

Proactive monitoring - EdgeWave Engineers continually monitor
email processes to assure they are performing at peak efficiency.

Zero Minute Defense -This feature assures that as soon as an
emerging threat is identified, our engineers deploy a specific rule to
block it. No other solution has it.

TLS Encryption - Our unique TLS Encryption ensures the complete
confidentiality of email communications and their content. It
works by establishing private email networks linking you with your
business-critical partners via the use of certificates. Every email sent
or received by these networks is fully and securely encrypted while
the encryption remains completely transparent to both sender and
recipient.

Perimeter Defense - Our adaptive threat detection technology
provides multi-layered protection, at the perimeter, from denial of
service and other email-borne attacks. Merit-based reputation and
real-time analysis of evolving email threats combine to stop the
most abusive email attacks and block spam campaigns before they
get near your network, helping to conserve bandwidth.

Disaster Recovery - Our global data centers provide redundancy
and failsafe capabilities, including 160 hours of disaster recover
protection so you don’t have to worry about losing data you might
need for legal evidence or regulatory compliance. If disaster strikes
or unplanned maintenance is required, we continue to accept
incoming email and spool your filtered email for later delivery to
your mail server.
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Comprehensive Reporting - Our email security solutions include
sophisticated reporting tools that provide comprehensive data
on both inbound and outbound messages to help you review
and manage your organization’s email filtering. You can generate

Managed Appliance Option - EdgeWave Email Security is also
available in a managed, on-premises appliance that includes
optional Vx Technology that switches your email security to our
hosted solution in the case of an unforeseen interruption.

aggregate reports across your entire organization or drill-down to
individual users.

Technical Support - EdgeWave's Security Operations Center
(SOQ) is staffed around the clock with email experts and security
specialists for 24/7/365 support.They provide proactive monitoring
of any email threats to assure continuous service for all EdgeWave
domains and users.

Other EdgeWave Messaging Security Services

Data Loss Protection

This data protection technology analyzes data being sent out of your network to detect private content in data in motion and prevent sensitive
and protected data from leaving your company.

Email Continuity

EdgeWave Email Continuity provides an uninterrupted flow of your email stream in case of unplanned or planned shutdown.

Email Encryption

EdgeWave Email Encryption services assure the secure delivery of your email in accordance with your organization’s security policy, and
provides confirmation of message delivery. Comprehensive reporting offers message tracking and an audit trail to support regulatory and
other requirements.

Email Archive

Our affordable Email Archive retains your email in an unalterable state to help you meet requirements for regulatory compliance, litigation
issues and storage management needs

For more information see individual data sheets covering each of the above service in the EdgeWave Messaging Security Suite

About EdgeWave

The EdgeWave portfolio of Web, Email and Data Protection Technologies deliver comprehensive secure content management to 6,500 customers
worldwide. Our award-winning iPrism Web Security and EdgeWave Email Security products are now complemented by Email Archiving and
Data Protection Solutions, delivered as hosted, on-premises, and hybrid services. EdgeWave solutions protect your organization’s bottom line
with unrivalled ease of deployment and the lowest TCO on the market.
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