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1 Introduction

This document is intended to be a comprehensive reference detailing the environments
supported when deploying iPrism 6.300 in a Windows® 2008 Active Directory®

environment.

1.1 Scope

The information in this document is limited to the 6.300 version of iPrism, deployed in an
environment where the iPrism appliance is to be integrated with a Microsoft Windows®
Active Directory 2008 server.

1.2 Definition of Terms

The terms included in the table below are used throughout this document.

Term/Acronym | Description

AD2003 Microsoft Active Directory 2003

AD2008 Microsoft Active Directory 2008

DNS Domain Name System: The system by which Internet domain names

and addresses are tracked and regulated.
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2 Server Configuration

DNS should be running on the Active Directory Server. To verify this, do the following:
1. Verify this by choosing Start 2 All Programs > Administrative Tools 2> Services.

2. Verify that DNS Server has a status of Started. The administrator will need to
manually create a DNS A record for the iPrism if DNS is running on a server other
than the Domain Controller.

3. Ensure that the Time Skew (the time difference between the AD2008 server and any
client (PC or iPrism)) is less than 5 minutes. If there is a problem, the iPrism may be
unable to join the Active Directory domain and clients may not be able to
authenticate.

2.1 Supported Deployment Configurations

To be supported by the iPrism 6.300 software, AD2008 must be deployed in one of the
following configurations.

2.1.1 Single AD2008 Domain Controller

In this first scenario, the iPrism is joined directly to a single AD2008 domain controller,
allowing the iPrism to authenticate users against that AD2008 domain. Negotiate
authentication is supported (Kerberos with a fallback to NTLM) when the following are
true:

[1 In any mode where the user is joined to an AD2008 domain,

O The workstation is a member of the domain or any domain trusted by the domain,

' And the user is logged in as a member of the domain or any domain trusted by the
domain.

Whether to use Kerberos or NTLM is determined by the user’s browser. There is one
exception: Internet Explorer 6, when used in Proxy mode, always uses NTLM and refuses
Negotiate authentication mode. This is supported by iPrism.

Active Directory 2008

Negotiate authentication
(Kerberos w/ falilback to NTLM)

=

iPrism

2.1.2 Two Domain Controllers in Trust Relationship

In this second scenario, the iPrism is joined to an AD2008 domain controller using
Kerberos, and that domain controller has a two-way trust relationship with a second
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AD2008 or AD2003 domain controller. iPrism users can only be authenticated against the
AD2008 controller to which the iPrism is directly joined.

Note: One-way trusts are supported when iPrism is joined to the trusting domain and
the users are logged in to trusted domains. One-way trusts are supported when the
domain of the iPrism has an outgoing trust to the user’'s domain.

AD 200x
Domain A

T

Trust relationship

AD 2008
Domain B
User authorized
by (his server
Kerberos
iPrism
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The key trust settings are displayed in the following screenshot. Note that the two-way
trust results in external, non-transitive entries in both the outgoing trust and incoming
trust lists.

sbsw.m20domain.info Properties [ 2| X] l

General Trusts I Managed By |

Domains trusted by this domain [outgoing trusts):

Domain Name | Trust Type | Transitive ] Properties...
m14domain.info realm No
Eem ove

Domains that trust this domain (incoming trusts):

Domain Name | Trust Type | Transitive Properties
m14domain.info realm No

Hemove

oK Cancel Soply Help
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Additionally, in the Properties for the trust list entries, the authentication is set to
Domain-wide authentication.

»ub2008.test2008.1an.au Properties [ 2]

General Authenticationl

Select the scope of authentication for users in the sub2008.test2008.1an.au
domain.

* Domain-wide authentication
Windows will automatically authenticate users from the specified
domain for all resources in the local domain. This option is preferred
when both domains belong to the same organization.

" Selective authentication
Windows will hot automatically authenticate users from the specified
domain for any resources in the local domain. After you close this
dialog, grant individual access to each server that you want to make
available to users in the specified domain. This option is preferred if the
domains belong to different organizations.

0K Cancel

2.2 The iPrism Active Directory Account

The AD2008 user account that is created automatically by joining the iPrism to the
Active Directory should have Password never expires checked. No other changes
should ever be made.

Important: Password never expires should be checked because if a password
expires, a domain-wide authentication failure is likely to occur, particularly if the
password is that of the user whose account is used to join the domain.

To verify that the account has not been modified, the settings on the Account tab can
be compared to the correct ones in the following screenshots. Substitute your iPrism
account name for iprism100h and your own domain for sbsw.m20domain.info.

Active Directory 2008 Implementation Guide



The key information to check on the Account tab is that the User logon name is in the
format HTTP/username.domain:

iprism1200 Propetties [ 24 X

Drganization ' Member Of ] Dial-in | Environment I Sessions |
Remote contral | Terminal Services Profile I COM+ l
General I Address  Account I Profile I Telephones l Delegation I

fogon name:
HT TP/iprism1200.sbsw.m20domain

User logon name [pre-Windows 2000):
[SBSW Jiprism1200

Asbsw.m20domain.info ﬂ

Logon Hours... | LogOnTo... I

™ Unlock account

Account options:

™ User must change password at next logon il
™ User cannot change password

[ Password never expires

[ Store password using reversible encryption ﬂ

~ Account expires
* Never
" Endof: Friday

day 15,2009 _:J

| oK I Cancel Apply I Help l
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2.3 Client Active Directory Accounts

User accounts on the Active Directory for use by the clients themselves can be simple
user accounts, as per the following example:

userl Properties B !!i

Member Of | Dial-in ] Environment I Sessions ]
Remote control | Terminal Services Profile I COM+ |
General ] Address  Account I Profile l Telephones ] Organization ]

User logon name:

userl I @sbsw.m20domain.info :_I
User logon name [pre-wWindows 2000]:
[SBSW |usert
Logon Hours... LogOnTo... |

™ Unlock account

Account options:

[ User must change password at next logon iI
I” User cannot change password

[V Password never expires

[ Store password using reversible encryption ﬂ

— Account expires
* Never
" Endof: Friday May 15,2009 |

oK Cancel Spply | Help |
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3. Click the + sign to add a directory. When that dialog opens, select Active Directory
and you will see the following dialog:

4. Credentials must be provided in the newer user@domain.tld form. Once joined, you
will see the directory listed in the Directory Utility.

5. When logging into the Mac, ensure that you select a user account that exists on the
same domain as the iPrism.
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4.3.3 Safari on OS X

Launch Safari and surf to a web site. If the client IP address has been configured in the
iPrism for Auto-Login, a popup dialog will appear asking for your Kerberos password and
a checkbox asking whether you want to add it to your keychain.

Important Note: Auto-Login is only supported on OS X version 10.5.

1. Type your password.

2. Check the box if you want to add the password to your keychain.

Safari should connect. If you add your password to your keychain, you should not be
prompted again.

4.3.4 Firefox on OS X

For clients who are using Firefox as their browser:

1. Type about:config in the address bar.

2. Search for the key network.negotiate-auth.trusted-uris .

3. Set the value to the fully qualified domain name of the iPrism.

Q- Google
about:config

Filter: (" ShowAll )

Status | Type |Value &
network.negotiate-auth.allow-proxies default boolean true :
network.negotiate-auth.delegation-uris default string
network.negotiate-auth.gsslib default string
network.negotiate-auth.trusted-uris user set string  http://hostname.domain.com
network.negotiate-auth.using-native-gss... default boolean true
network.ntim.send-Im-response default boolean false
network.online default boolean true
network.prefetch-next default boolean true
network.protocol-handler.expose-all default boolean true
network.protocol-handler.expose.mailto default boolean false m
network.protocol-handler.expose.news default boolean false
network.protocol-handler.expose.nntp default boolean false

network.protocol-handler.expose.snews default boolean false

matranele tocal baondloc sastovosl dofals  daéaals boalosn  tean

<
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5 Known Issues

The following known issues exist in the iPrism 6.3/AD2008 environment.

5.1 Kerberos Key Mismatch

In some cases, we are seeing a Kerberos key mismatch between clients and the Active
Directory server. This problem manifests itself by prompting the client with a login dialog
box in the browser (as per Basic authentication) even when Auto-Login has been
configured for that client. Logging in with valid credentials allows the client to proceed.

Active Directory does not maintain keys that it has generated previously for clients, but
rather only the current key that will be given out; once generated, they are gone and
there is no way to get at them. Hence the general recommendation is to only ever touch
the user account being used for Kerberos from a single place (e.g., by using the ktpass
command).

There does not appear to be a way to force a client to get rid of its key. It will continue
using the "host" key no matter how many times login fails. It will, however, re-fetch the
"HTTP" key each time it tries to do a manual login, which is why even when Auto Login
fails, manual login still works.

The only way to ensure this doesn't happen is to educate users that they should
not, under any circumstances, change the password on the iPrism Active
Directory account.

If for some reason the password is changed, then rejoining the domain should fix it
going forward (since it will update the key to something that the iPrism will have in its
keytab).

However, any clients that have fetched the key in the meantime will be forced to
manually login until such time as they log out (and hence flush their Kerberos cache).

5.2 Other Issues

[1 The Administrator will need to Save & Exit the iPrism System Configuration tool
after joining the AD2008 server and before mapping groups.

If you map a group before doing a Save & Exit and logging back into iPrism, the
group mapping will be saved but cannot be checked or used until after you have
completed a Save & Exit.

Note: Policy Mapping does not currently work for nested groups.

[1 Regarding the Active Directory Local Policy Setting Deny access to this computer
from the network, this security setting determines which users are prevented from
accessing a computer over the network. This policy setting supersedes the Access
this computer from the network policy setting if a user account is subject to both
policies. As a result, if it is enabled with domain users, Internet access is unfiltered
when Auto-Login is used.
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